8B 2 M W26 15 £ R 2 At Vol.8 No.2
2022 44 H Chinese Journal of Network and Information Security April 2022

E T DSR #1 BGRU #HEBHI R LA 2 2K 757

KT, Bk, B g
(1. R ITRRYE, W KM 4500015 2. FrgEE T K%, W HEfE 454003)

1 FE. RIEREAE AR A A IR SR A TR R K BIR A A “ B SR IME X, B
IBCUE B T ¥ PR 3 R S0 R B S JU SR A ORI R SCAE S . Mk, 3£ F DSR (dynamic semantic
representation ) %7 Fl BGRU (bidirectional gated recurrent unit) #5578 $ H — AN K SCAE §5 43 FAgE 7Y
(DSR-BGRUD . i T Ath T B A BRI R SOARKSH ,  AFFLARAA AL AR SR i B00EIFSEI T T DSR #E7)Y
FRVHIN IR SCASUE 4 18 SCRFAE 7R T3, I SO THDS W R SCA B TRAE RN, dlid SRSk i SGn, JF
T I B4R S 5 IR R A S %o v S ] ) BT R AR R R, EK T SO TR T SRR AT M g R
7No M Keras HERLFZE T L4 DSR A5 N\ JZ . BGRU #H0 Kil )22 A1 softmax 43252 11122 JZ IR SCAHFHE
PEHC 73 AR, A A F DSR I AT 18] (14 o) 8 2 7 20 19010 SCARHE MEAR N ) =, AT S T T
RIUAHATRAER R, 2T BGRU REBY (1) 2 2 Beil J2 et A7 FH 3 L6 5] ) o 2 b ) SCAS I B SCRAAE, AT
05 T 0P LR AR IR SCAR I8 A S, IR softmax 43 248)2 SEHLINR SCAUE SR IR0 S5 R B H AR 5256
i RFRW], BT DSR-BGRU (RHIN R SCAUEYS 43 S RETRY BE A% 5 0 5 Aff 1t 5 ) 00 2R 30 Uk 9 (10 SO0 R SR AT
%, SR AR B IS B LR SORE R, BUS A IWIESE, B T 92.06%[MHER %,
F1AHH 91.00%. s T HAWH T 3CAI» FI B 5 757

FHIA: SCAENRIR: —WE N U BT BUE

TES%ES: TP39I

MERFRARES: A

DOI: 10.11959/1.issn.2096—109x.2022007

Evidence classification method of chat text based
on DSR and BGRU model

ZHANG Yu', L1 Binglong', LI Xuejuan®, ZHANG Heyu'

1. Information Engineering University, Zhengzhou 450001, China
2. Henan Polytechnic University, Jiaozuo 454003, China

Abstract: It is always unlikely to efficiently identify and extract chat text evidence related to criminal events, due to

W HER: 2021-03-08; f2EIBH: 2021-06-10

WIEEE: 2k, 1b12017@163.com

BE2WB: HEARBYRESE (609032200

Foundation Item: The National Natural Science Foundation of China(60903220)

IR kT, e, 2208, & LT DSR Al BGRU AR HI R SCAUEYE 0 5 1L )], ML (5 B 4R,
2022, 8(2): 150-159.

Citation Format: ZHANG Y, LI B L, LI X J, et al. Evidence classification method of chat text based on DSR and BGRU mod-
el[J]. Chinese Journal of Network and Information Security, 2022, 8(2): 150-159.



2 5K724%: BT DSR R BGRU FEI f I R SCAE 44 4 H 5 1% + 151 ¢

the complex semantics such as “slang” in the chat content and the huge amount of chat text data generated by social

software such as instant messaging. Based on this motivation, a chat text evidence classification model (DSR-BGRU)

based on the DSR (dynamic semantic representation) model and the BGRU (bidirectional gated recurrent unit)

model was proposed. The chat text data was pre-processed to preserve the characteristics of the criminal field. Then

a multi-layer chat text feature extraction and classification model using the Keras framework was proposed. With the

text matrix composed of vector representation of words in the DSR model as the input vector, the input layer of the

DSR model featured the chat text from the semantic level. Then the hidden layer of the BGRU model extracted the

context characteristics of the text composed of the word vectors. The softmax classification layer recognized and

extracted the chat text evidence. The experimental results show that the proposed DSR-BGRU can more accurately

identify and extract chat records compared with other models and methods for text classification, and it can also

effectively extract the criminal text information from the chat information with the accuracy rate 92.06% and the F1

score 91.00%.

Keywords: text semantic representation, polysemy, text classification, digital forensics
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Figure 8 Feature representation of "slang" football in
different text fields
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